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ABSTRACT

The great challenge in defeating an insurgency is the members of an insurgency
are often difficult to identify until they are of sufficient strength and choose to challenge
openly the established government. Biometrics offers a mechanism that removes an
insurgent’s anonymity and makes visible their identity, and even their actions, to
stabilizing agents (military, police, border guards, and transportation authorities).
Analyzing writings of insurgent and counterinsurgent theorists makes it possible to lay
out key principles a system like biometrics must influence to be of value. An analysis of
these principles shows the Department of Defense’s biometric program, as used in Iraq
and in Afghanistan, engages most of these principles successfully. However, the key
challenge to a successful biometrics program in the future is the need for the collection of
biometric information early, preferably before a conflict begins. Targeting biometric
collection to areas of strife and against internationally-mobile individuals is a good way
to build a sizeable database today. In order to take this next important step the U.S. must
provide updated policy and doctrine regarding the collection of biometrics in Phase Zero

within every geographic combatant command.
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INTRODUCTION

“The problem of destroying enemy armed groups and their supporters therefore
consists largely of finding them.”*

-Frank Kitson

Defeating an insurgency can be one of the most challenging missions given to any
organized force. Countering an insurgency may be the focus of a military campaign or it
may be a secondary effort of a more conventional military struggle. In either case,
applying all available tools against insurgent vulnerabilities is the best way to ensure
success. Biometrics is a tool recently added that has attained a great degree of success in
identifying insurgents near U.S. bases as well as within the population. This monograph
will examine the application of biometrics to the problem of defeating an insurgency.
The thesis of this work is that the United States requires updated policy and doctrine to
focus the collection of biometrics in Phase Zero.

In order to be of value to the combatant commander, biometrics must demonstrate
effectiveness in counterinsurgency. The first chapter examines the writings of insurgent
and counterinsurgent theorists to develop key principles on the nature of insurgency.
These key principles highlight in which areas biometrics can have the greatest impact.
These principles serve as the consistent scorecard for the effectiveness of biometrics and
the Department of Defense’s biometrics program.

Biometrics, like insurgency, is a broad topic. The second chapter discusses
important terms regarding the use of biometrics and examines the types of biometrics

most commonly used in counterinsurgency. The chapter reviews the history of

! Frank Kitson, Low Intensity Operations (Hamden, Connecticut: Achon Books, 1974), 95.



biometrics within the DoD and concludes with a review of the impact of biometrics on
the DoD’s counterinsurgency mission.

Chapter 3 examines the application of biometrics in Irag and Afghanistan. It
traces the maturity of the system from a largely defensive operation to one that was later
applied with an offensive mindset. It examines the differences between the application of
biometrics in Iraq and Afghanistan and identifies the need for the collection of biometric
data before the beginning of a conflict.

Chapter 4 argues for the early collection of biometrics during Phase Zero. It also
traces the active biometric programs other nations have developed and suggests the U.S.
must continue to advance in this field or risk an asymmetric disadvantage in the
management of identities and degradation in the ability to screen for suspected terrorists.

Chapter 5 reviews the policy and doctrine documents associated with biometrics
within DoD as well as at the Executive Branch level. The chapter concludes that there is
additional guidance needed for DoD and the whole of government. Existing policy
guidance does not address the importance of collection prior to a conflict and falls short
of directing Phase Zero collection.

The recommendations chapter reviews the consistent demand signal from within
DoD for updated policy and doctrine, and recommends the completion of a DOTMLPF
change recommendation. It also addresses the need for an Executive Order from the
President of the United States regarding the focused collection of biometrics by all
departments and agencies. The chapter concludes with a review of the key principles
unfulfilled by biometrics and suggests improved policy and guidance will remove these

deficiencies.



The U.S. employment of biometrics has been effective, but it has also realized
limitations. Biometrics is dependent on early collection to be effective. Targeting the
collection to areas of strife and internationally-mobile individuals through direct
collection and sharing agreements with other biometrically active nations is a good way
to build a sizeable database early. In order to take this next important step, updated
policy and doctrine regarding the collection of biometrics in Phase Zero of every

geographical combatant command is required.



CHAPTER 1: THEORY AS ASTARTING POINT:

“. .. the incumbent regime and its military arm present highly vulnerable

targets to an enemy who is himself as elusive as the wind.”*
- Robert Taber

This chapter reviews key works by insurgent and counterinsurgent theorists in
order to develop key principles that serve as the measuring stick for the application of
biometrics. It reviews the major elements of insurgency from the perspective of three
insurgent writers, beginning with the seminal work of Mao Tse-tung, followed by the
writings of Carlos Marighella, and finishes with the more contemporary insurgent
writings from Al Qaeda. Following this review is an examination of the work of three
classical counterinsurgent theorists. The focus of this chapter is the demonstration of key
principles that are common to, and therefore applicable in, the prosecution of future
counterinsurgency operations. This manuscript adopts the Joint Staff definition of
insurgency found in Joint Publication 3-24, which states, “Insurgency is an internal threat

that uses subversion and violence to reach political ends.”?

Insurgency Theorists

This section addresses the writing of three insurgent theorists. The purpose of this
section is to develop key principles the insurgent may use when attempting to control a
government by force or subversion. The section will not cover all aspects of insurgency
but it does seek to draw a representation from the rural based philosophy of Mao Tse-

tung, to the urban-based philosophy of Carlos Marighella, and the more recent ideology

! Robert Taber, The War of the Flea: A Study of Guerrilla Warfare Theory and Practise (New
York: Lyle Stuart, 1965), 19.

2 U.S. Joint Chiefs of Staff , Counterinsurgency Operations, Joint Publication 3-24 (Washington,
D.C.: U.S. Joint Chiefs of Staff, 2009), I-1.



of a global insurgent, Al Qaeda. The key principles developed in this section draw
heavily from the writings of Mao, and in most cases, other writers have supported or

augmented Mao. The seven principles distilled from these writings are:

Insurgent Key Principles
Insurgencies occur in areas with strife
Insurgencies occur in stages
Population is critical to success
Rural and Urban populations are vulnerable
Insurgents are dependent on hiding identity
Supporters bound by ideology not just physical traits
Insurgent support can be globa

Mao Tse-tung

Mao wrote to inspire as much as to instruct on the way a weaker force should
engage a stronger force and be victorious. He focused on rural based insurgencies where
the population supported insurgents in an area too broad for counterinsurgent forces to
occupy. Ultimately, Mao identified three phases to a successful insurgency and
articulated clearly the importance of support of the population. In his writing dated May
1938 titled On Protracted War, Mao envisioned three stages of conflict:

The first stage covers the period of the enemy’s strategic
offensive and our strategic defensive. The second will be the period of

the enemy’s strategic consolidation and our preparation for the counter-

offensive. The third stage will be the period of our strategic counter-
offensive and the enemy’s strategic retreat.’

In the first phase, the insurgent focuses on organization of the insurgency,
consolidation of resources and support and preservation of the base or safe areas
normally located in isolated areas or areas difficult for government forces to occupy.

These base areas are key to the insurgency as it is in these areas that training of recruits

® Mao Tse-tung, Selected Military Writtings of Mao Tse-tung, (Peking: Foreign Languages Press,
1968), 210-220.



and indoctrination occurs. This is also the phase where active supporters of the
insurgency begin to rally support behind the cause and begin to apply pressure to those
less receptive to the motivations of the group.* The second phase of the insurgency is
where the insurgents become undeniable in their acts of terror. If the government was
able to turn a blind eye in phase I, they are unable to do so in phase Il. Acts of violence
increase against weak or isolated police, military or para-military forces with the goal of
acquiring arms and ammunition, demonstrating the inability of the government to protect
themselves and the people, and gain further support of the population through willful
acceptance or coercion.” The third and final phase of a Maoist based insurgency involves
the final destruction of the enemy. This phase begins when the insurgent forces have
grown to a level of strength that they can shed their guerrilla tactics as their primary
means of battle and enter into a more conventional style of warfare. Once the insurgency
has reached this level of power, they have co-opted large segments of the population and
are drawing considerable support.® Though this may be the phase of the insurgency
where government forces may feel the most comfortable engaging insurgents, a careful
insurgent force will not enter this phase until it is certain to have eroded government
forces to the point of ineffectiveness.

In addition to arguing for a phased approach to insurgency, Mao also wrote about
the importance of political motivation, the value of intelligence, and the critical nature of
support of the population. Mao believed in the inexorable link between political goals

and the insurgent effort. Without the political objective, the insurgency would lack focus

* Mao Tse-tung, On Guerrilla Warfare, trans. Samule B. Griffith 11 (Champaign, IL: Universtity
of Illinois Press, 2000), 20.

* |bid., 21.

® Ibid., 21-22.



and it would lose the support of the people. It was only through the ideological goal that
the people would be willing to persevere through the long struggle.” On the topic of
intelligence, it is important to note the emphasis Mao placed on gathering information
about government forces and the strict necessity to deny the same information to the
adversary.® In phase I and phase Il, the insurgent group is operating from a position of
weakness relative to government forces and must protect their bases of operation and
members with secrecy. Only through a better intelligence network can the insurgent hope
to exercise the tactic of, as Mao states:
...seeming to come from the east and attacking from the west;
avoid the solid, attack the hollow; attack; withdraw; deliver a lightning
blow, seek a lightning decision. When guerrillas engage a stronger

enemy, they withdraw, when he advances, harass him when he stops;
strike him when he is weary; pursue him when he withdraws.®

If successful in gathering intelligence and maintaining secrecy, the insurgent group places
the government forces on a lighted stage, watching their every move, predicting their
every strike, and ensuring their every effort is wasted. '

The last, but equally critical, part of Mao’s theory is the ability of the insurgent
forces to operate in the rear area of the government forces’ defenses. When discussing
the relationship of the insurgents to the people he likens it to the same relationship
between fish and water.'* So long as the insurgent remains consistent with the political
objectives he has established and these objectives remain in harmony with the population
the insurgent finds both support and security within the population. This harmony was so

important that Mao established rules for guerrilla fighters to maintain when interacting

" Mao Tse-tung, On Guerrilla Warfare., 43.
% Ibid., 22.

° Ibid., 46.

' bid., 93.

1 Ipid.



with the population, including not stealing from the people and conducting no acts that
were selfish or unjust.** What is important to grasp is this camouflage is consistent with
the insurgent group’s continued congruency with the future goals of the population.
Those goals may actively support the insurgent group as a result of identifying with the
ideological objectives or out of fear and a desire to avoid retribution. In either case, the
insurgency finds fertile ground when there is dissonance in some portion of the

population and it survives when the population sustains it, by active or passive measures.

Carlos Marighella

Nations that focus on insurgent bases stemming from rural areas largely use the
theories of Mao; however, rural areas are not the only areas that may be inaccessible to
government forces. Urban guerrilla warfare is a form of insurgency that has grown in
popularity due to failures of a more rural based strategy.® A primary text for urban
insurgencies are the theories of Carlos Marighella as codified in the “Minimanual of the
Urban Guerrilla.”

Like Mao, Marighella stresses a need for the urban insurgent to avoid open battle
with government forces and instead to draw out government forces to positions of
weakness and then attack and disappear before the establishment of a successful counter-
offensive. However, unlike Mao, Marighella does not lay out specific phases for the
success of the insurgency. What he offers in his manual on urban guerrilla warfare are

key concepts that are representative of the urban revolutionary philosophy. First,

12 Mao Tse-tung, On Guerrilla Warfare., 92.

13 Sam Sarkesian, Revolutionary Guerrilla Warfare (Chicago: Precedent Publishing, Inc, 1975),
473.



Marighella argues the motivation for insurgency is the desire for political change and this
change is in the best interest of the people and for the support of the people.** In this
way, Marighella and Mao share in the notion of insurgency beginning when there is strife
between the people and the government. Where there is a more distinct point of
departure is in Marighella’s thesis of militarization. He refers to the strategy of
“militarization” or the changing of a political crisis into a military situation such that a
heavy-handed reaction from the government will alienate the people from government.
The objective of militarization is “by inviting repression the urban guerrillas will pave the
way for popular revolt.”*®

Second, Marighella sees the exercise of urban violence as a supportive action to a
larger strategy that involves rural guerrilla activity. By causing turmoil in the cities, he
foresees the confinement of government forces to spaces within the city in order to
protect the property of the elite, the businesses, and the financial resources.’® Thus, the
urban insurgent activity paves the way for the gathering of support from the rural
population and creates safe areas of operation for the insurgent movement. Third, he
holds the same high regard for gathering information on government forces as Mao
stressed and speaks with equal vigor about the finding and eliminating of

counterinsurgency spies. The security of the insurgent’s identity is consistently of

paramount importance.

1 Carlos Marighella, “Minimanual of the Urban Guerrilla,” in Revolutionary Guerrilla Warfare,
ed. Sam Sarkesian (Chicago: Precedent Publishing, Inc, 1975), 530.

1> Robert Moss, “Urban Guerrilla Warfare,” in Revolutionary Guerrilla Warfare, ed. Sam
Sarkesian (Chicago: Precedent Publishing, Inc, 1975), 480.

1® Marighella, Minimanual of the Urban Guerrilla, 528-529.



Al Qaeda

The third and final review comes from the writings of Al Qaeda. In July 2007,
the Congressional Research Service prepared a report analyzing the statements of Osama
bin Laden and Al Qaeda from 1994 to 2007. The report serves as an excellent summary
of the insurgent philosophy and approach of this group.*’

To begin with, Al Qaeda recognizes the need for solidarity within the Islamic
insurgency as one group united in a defensive Jihad. Osama bin Laden sought to bring
together different races, ethnicities, and people of different walks of life under the
umbrella of Islam. He sought to wake up what he perceived as the sleeping masses of
Islam and return to a preferred time when Sharia law dominated the lives of Muslims
under a theocracy referred to as a caliphate. He has appealed to Muslims around the
world to be part of this effort and has urged disparate groups representing Sunni and Shia
beliefs to avoid violence against one another to preserve a common goal and avoid
alienation of moderate Muslims. In a letter between Ayman al-Zawabhiri and Abu Musab
al-Zargawi in 2005 addressing violence between Sunni and Shia in Irag Zawahiri says,
“In the absence of this popular support, the Islamic mujahed movement would be crushed
in the shadows, far from the masses who are distracted or fearful. ..”*® In audio and
video addresses Al Qaeda has continued to foster a level of cooperation that goes beyond

difference within Islam to focus on what is seen as the greater threat from what they call

17 Congressional Research Service Report for Congress, Al Qaeda: Statements and Evolving
Ideology (updated July 9, 2007), by Christopher M. Blanchard, http://www.fas.org/sgp/crs/terror/
RL32759.pdf (accessed October, 17, 2011).

18 Ayman al-Zawahiri, “Letter in English,” Office of the Director of National Intelligence,
http://www.dni.gov/press_releases/ellet_in_english.pdf (accessed October 17, 2011).
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Jews, Crusaders, and apostate regimes. Al Qaeda, unlike Mao or Marighella, has sought

to mobilize insurgents on a global scale.

Counterinsurgent Theorists

While insurgent theorists teach strong lessons, there are also strong lessons
provided by their opponents. After surveying three experts in the counterinsurgency
field, key principles complementary to the insurgent theorists emerged. Similar to the
previous section, this section lists key principles from these authors with a summary of

all the key principles at the end of the chapter.

Counterinsurgent Key Principles
Government must mobilize all resources
Insurgencies must be defeated early
Population is crucial to success
Control of population is key
Greatest challenge is identifying insurgents
Large amounts of low level intel necessary
Sustained isolation from insurgents is necessary

David Galula

David Galula is the author of Counterinsurgency Warfare, Theory and Practice.
Writing in the 1960s, the occurrences of communist-organized insurgencies heavily
influenced him, and he wrote about insurgencies occurring in two stages. He divided the
stages into a cold stage and a hot stage. In the cold stage, the insurgent group was not
conducting violent action and was largely conducting organization and support
operations. In the hot stage, insurgents used violence to advance their objectives. In
speaking of the hot stage of an insurgency, he outlined two laws of counterinsurgency.

The first law is, “The Support of the Population Is as Necessary for the Counterinsurgent
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as for the Insurgent.”*® This law addresses the key challenge for the counterinsurgent,
which is the ability to keep an area secure and free from insurgent influence after the
departure of counterinsurgent forces. Galula stipulates that counterinsurgency is far too
resource intensive for the government to occupy all the terrain all the time and must rely
on the population to hold territory after forces have departed. For this reason, he states
that the population becomes the objective for the counterinsurgent efforts in much the
same way it was the focus of the insurgent.”> Galula’s second law relates to the first in
that the second law states, “Support is gained through an active minority.”* In order to
secure territory purged of the influence of the insurgent group the population must take
an active role in the counterinsurgency effort. Galula states, “In any situation, whatever
the cause, there will be an active minority for the cause, a neutral majority, and an active
minority against the cause.”?? Using this premise, he goes on to stipulate that success in
a counterinsurgency is not solely the destruction of the insurgent force. A focus of only
destroying the forces will result in the recruitment of additional members to the
insurgency and a slow but steady shift in the balance of power. Only an elimination of
insurgent forces and a permanent isolation of these forces from the population can
achieve victory.”®

In addition to these insightful laws about counterinsurgency, Galula also offers an
additional suggestion regarding intelligence in a counterinsurgency. In discussing the
execution of an abstract operation to purge insurgents from an area, he emphasizes the

need to control the population and develop intelligence. He recommends the use of a

¥ David Galula, Counterinsurgency Warfare (New York: Frederick A. Praeger, 2005), 74.
20 H
Ibid., 74-75.
! 1bid., 75.
%2 1bid., 75-76.
2 bid., 77.
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census and the issuing of identification cards as an opportunity to control the population,
isolate the insurgents, and develop intelligence necessary to eliminate remnants of the

insurgent structure.?*

Roger Trinquier

Roger Trinquier is the author of Modern Warfare, A French View of
Counterinsurgency. He also wrote in the 1960s and his experiences during
counterinsurgency operations in Algeria heavily influenced him. Though some overlook
Trinquier because of his support for torture when dealing with an insurgency, excepting
the torture, his theories have application today. He argued for three principles when
fighting guerrillas and stressed the importance of identification of the guerrilla when
conducting counterinsurgency operations. Trinquier’s three principles for dealing with a
guerrilla force are:

To cut the guerrilla off from the population that sustains him; to

render guerrilla zones untenable; and to coordinate these actions over a

wide area and for long enough so that these steps will yield the desired
results.?

These three principles are very much in line with the items identified by
Galula even though different experiences evoked them. They lend additional
support to the conclusions. The principles begin with the displacement of the
insurgent forces, followed by the isolation of the insurgent from the population,
and conclude with the sustainment of the isolation, which brings the population

back under control and eliminates the insurgency. Trinquier also astutely points

% David Galula, Counterinsurgency Warfare, 117-120.
% Roger Trinquier, Modern Warfare (Westport, Connecticut: Praeger Security International,
2006), 54.
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out that before each of these steps can occur the counterinsurgency must
identify their target.

Identification of the enemy in modern warfare is extremely difficult.
Trinquier points out the boundary between insurgent and supporter of the
establishment is often one of ideology.?® Additionally, the insurgent group is
often at an advantage because they start the infiltration of the population long
before hostilities begin and before they make their presence known.?” The
solution to this problem is similar to that espoused by Galula and involves the
active participation of the population in defense of the government and
measures to control the population. Population control begins by establishing a
grid system to delineate and segment the area. Once boundaries are established,
recommended actions to control and isolate the population from the insurgency
include a census, ID cards, fortification of villages, curfews and other

measures.?

Sir Robert Thompson

Sir Robert Thompson authored the book, Defeating Communist
Insurgency, Experiences from Malaya and Vietnam. His extensive experience
in Malaya and Vietnam contributed to his view on counterinsurgency strategy

and his approach dominated much of the British way of thinking about

% Roger Trinquier, Modern Warfare, 23.
" 1bid., 24.
% |bid., 60-62.
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counterinsurgency in the post World War 11 era.*® Thompson’s writings can be
briefly summarized by examining two key points he identified for
counterinsurgency operations.

First, the nation should make every effort to defeat the insurgency
during the “subversive build-up phase before it enters the guerrilla phase” and if
this is not possible it should be defeated as early in the guerrilla phase as
possible.®® Thompson is referring to the stages of insurgency discussed by Mao
where the group focuses on organization and the development of support within
the population. This is the best time to defeat an insurgency; unfortunately, it is
also the least likely time for the governing institution to recognize the existence
of the insurgency. Second, Thompson stated “anyone having any responsibility
for dealing with an insurgency movement must know his enemy and what that
enemy is attempting to do at all stages.”*! In this way, Thompson is arguing for
the government to seize the initiative and develop actions in anticipation of the
actions of the enemy. He states five clear principles the government must
follow: to have a political aim, function within the law, have an overall plan,
give priority to defeating the political subversion (instead of simply attacking
the physical manifestation of the insurgency), and in the guerrilla phase the
government must secure its base areas before moving against the guerrillas.*
Thompson is arguing for the government to develop a strategy that removes the

motivation the insurgents may use to galvanize support from the population and

2 paul Melshen, “Insurgency Theory ISC7” (lecture, Joint Forces Staff College, Norfolk, VA,
September, 2011).

% RobertThompson, Defeating Communist Insurgency (London: Chattor and Windus, 1966), 50.

%! 1bid., 50.

%2 |bid., 51-57.
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secure its own key resources before attempting to engage guerrillas in areas

perceived as under guerrilla control.

Key Principles from Theory Review

Key Principles

From Insurgent Philosophy From Counterinsurgent Philosophy
Insurgencies occur in areas with strife Government must mobilize all resources
Insurgencies occur in stages Insurgencies must be defeated early
Population is critical to success Population is crucial to success
Rural and Urban populations are vulnerable Control of population is key
Insurgents are dependent on hiding identity Greatest challenge is identifying insurgents
Supporters bound by ideology not physical traits Large amounts of low level intel necessary
Insurgent support can be global Sustained isolation from insurgents is necessary

What is evident in these key principles is that they are competing but may be
viewed as pairings. Victory goes to the side with the best overall execution of the
principles. Insurgencies grow in areas where the government fails to meet the needs of
the people through decisions limiting the distribution of resources or rights; however, the
government must devote resources to defeating the insurgency or risk elimination. The
insurgent must grow in strength in secrecy to prevent the government from destroying
them at their weakest point. Both sides compete for control of the population in the cities
and the country and anonymity is the weapon insurgents use effectively if they are to
survive. As the insurgency develops, it draws supporters through its ideology,
increasingly from a global audience, and the best defense for the government is the
collection of large amounts of low-level information to identify the insurgents and isolate
the population from their influence.

At its core, these principles suggest insurgents use anonymity, security and
mobility as their key weapons while counterinsurgents focus on achieving visibility,

limiting sanctuary, and controlling terrain (physical, human, and ideological). The side
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that is most effective at executing these principles is the side most likely to win the
conflict. It is not as simple as applying a mathematical equation or establishing discreet
measures of effectiveness but the principles do clearly set up a dichotomous relationship.
At the heart of the relationship is the question . . . Who are the insurgents? If an
insurgency is focused around a core group concerned over ideology, politics, and
resource decisions made by the government, then they may represent a limited target
population for counterinsurgent forces. However, determining which sub-set of the
population is involved in the subversive activity remains a challenge. If the insurgency is
drawing from the wider population for material as well as tacit support, the problem
magnifies. Likely, the ideological and disaffected youth are used as foot soldiers and less
traditional combatants such as women and the elderly are used as facilitators and front
line troops. The problem facing the counterinsurgent is how to distinguish the insurgent
from within a target population that may include upwards of two-thirds or more of the
nation’s citizens. The solution may reside within a synergy of biometrics, forensics, and
intelligence collection.

Each of these key principle pairings has a biometric component or has the ability
to be influence by biometrics. Challenging the anonymity of the insurgent and increasing
visibility for the counterinsurgent is a strength of biometrics. The use of biometrics for
collection and screening can limit the insurgent’s mobility allowing the counterinsurgents
to more effectively control ground and limit sanctuary. However, other less obvious
principles are linked to biometrics through the collection and application of the science.
The recognition that insurgencies begin in areas where there is disagreement with the

government and a concentration of disaffected people allows for counterinsurgent forces
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to focus their intelligence collection, including biometrics, on these areas. The areas
must be recognized to be urban or rural and, while collection of the entire population is
desirable, an early collection of a sizeable sample of some segment of the population
raises the chances that the counterinsurgent will successfully catalog the information of
members early, when the insurgency is weakest.

These key principles will serve as the scorecard for assessing the effective
application of biometrics in Iraq and Afghanistan, as well as, the effective application of
biometrics in future Phase Zero operations. The following chapters further analyze these
principles and introduce biometrics as a technology capable of assisting with

counterinsurgency operations.
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CHAPTER 2: BIOMETRICS IN COUNTERINSURGENCY

“Even after the completion of Overseas Contingency Operations, Biometrics

will remain an enduring capability that enables DoD Stakeholders to execute their
H M 171
missions.
-Dr. Thomas Killion, Director Biometrics Identity Management Agency

Biometrics as a capability has grown remarkably in the past half century. As the
technology has become more mainstream, governments and corporations have begun to
use biometrics as a means to verify identity and safeguard property. The U.S. has used
biometrics extensively on two recent battlefields, in Afghanistan and Irag. Ultimately,

this chapter will show biometrics, though a young technology on the battlefield, is

advancing in effectiveness, and can contribute significantly to a counterinsurgency.

Definition of Biometrics

The term biometrics literally translates to mean “life measurement.”? The
founder of biometrics was the geneticist Francis Galton, whose contributions to the study
of measurement and classification of the human body in 1901 provided significant
advances in the classification of fingerprints, leading to the system familiar today. More
recent advances in technology have developed the measurement of people into the
biometrics used today.>

Ben Miller, a leader in the growing biometrics field, coined the following

definition in 1987, “Biometric technologies are automated methods of verifying or

! Dr. Thomas Killion, “National Defense Industrial Association Biometrics Conference Roadmap
to Tomorrow” (briefing, to the 2011 National Defense Industrial Association, Arlington, VA, February 23,
2012).

2 John D. Woodward, Nicholas Orlans and Peter T. Higgins, Biometrics: Identity Assurance in the
Information Age (Emeryville, CA: McGraw-Hill, 2002), 27.

® Whither Biometrics Committee, Biometric Recognition : Challenges and Opportunities, eds.
Joseph N. Pato and Lynette 1. Millett (Washington, DC: National Academies Press, 2010), 16.
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recognizing the identity of a living person based on a physical or behavioral
characteristic.”* Biometrics technology uses measurements taken of an individual and,
using an automated process, applies a pre-determined set of parameters to the
measurements that are then compared to stored data to retrieve a match. In 2010, the
National Research Council defined biometrics as “the automated recognition of
individuals based on their behavioral and biological characteristics.”® The National
Research Council definition uses “recognition” rather than “verification” because there is
always a margin of error in any system.® Identity based on the parameters of an
automated system can be erroneous because the measurements taken can be affected by
any number of environmental and temporal factors. However, the basic premise or belief
of biometrics is “an individual is more similar to him- or herself over time than to any

one else at any time.”’

Red, Gray, and Blue Biometrics

Within the Department of Defense, biometrics has three distinct groupings: red,
gray, and blue biometrics.® Blue biometrics refers to biometrics on trusted members of
the Department of Defense, or other partners within the U.S. government. Gray force
biometrics refers to those personnel who have been previously vetted and have a need to
access a base or be in close proximity to U.S. forces, but are not in a trusted status.

Arguably, the first Department of Defense modern biometrics system was the Defense

* Woodward, Biometrics, 27.

® Whither Biometrics Committee, 18.

6 -

Ibid.

" Ibid., 23.

8 Greg Johnson, “Biometrics Questions & Answers with Greg Johnson,” Biometrics Bulletin 2, no.
3 (May/June 2006) http://www.biometrics.dod.mil/newsletter/issues/2006/may/v2issue3 _a4htm (accessed
November 2011).
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Biometric ldentification System (DBIDS), conceived in 1995 as a joint venture between
United States Forces Korea, the Joint Staff, and the Office of the Secretary of Defense to
improve force protection and access control in Korea.® DBIDS activated following the
terrorist attacks on 9/11 and has remained active in the United States, Korea, and Europe.
It is a configurable system designed to control access to installations and sensitive
areas.'® DBIDS largely focuses on blue and gray force identification, controlling access
for everyone from military personnel and their dependents to foreign national workers
and temporary visitors. DBIDS includes a checking of applicants using various means
including comparison against national databases. While a great asset to the Department
of Defense, it was not designed to address the challenges associated with the collection
and matching of biometrics in the field to find terrorists. Red force biometrics, or
biometrics on a population group that represents or may represent in the future a threat to
U.S. forces, is the subject of this paper. Red force biometric devices and programs have
grown rapidly over the past decade and have become an active part in most ground
operations. For an explanation of red force collection systems and national databases see

Appendix II.

The Biometric Trinity

No discussion of biometrics is complete without a description of the biometrics
trinity and an explanation of how this applies to red force biometrics. The biometrics

trinity is a core theme of biometrics when establishing identity and is based on the

° Office of Management and Budget, Office of Information and Regulatory Affairs, Defense
Biometric Identification System (DBIDS): Attachment 3 Supplemental Information (History), Office of
Management and Budget, http://www.reginfo.gov/public/do/PRAViewIC?ref nbr=200812-0704-
003&icID=186430 (accessed February, 11, 2012).

19°U.S. Department of Defense, DoD Personal Identity Protection (PIP) Program, DoD Directive
1000.25, (Washington D.C., April 25, 2007).
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mantra, “something you have, something you know and something you are.”** This is
specifically concerned with matching the biometrics of one person for the purpose of
recognizing his identity. The phrase something you have normally refers to a card, chip,
or token that contains a means of cueing the system to the record of the individual. The
phrase something you know refers to some form of password or other memorized code the
person who presents himself for identification passes to the system. The phrase
something you are refers to the biometric measurements taken and compared to the
biometric data in the database. The trinity is normally concerned with identity
recognition for blue and gray biometrics. However, during census operations, the
identification of residents and the collection of their biometrics, brought together on a
biometrically enabled identification card brings two parts of the trinity into play (what
you have and what you are) in a one-to one matching situation.

At the core of biometrics, there are two types of matching done in the biometric
enterprise. One-to-one matching is largely done in the realm of blue and gray force
biometrics where an individual presents himself for verification of their identity. This is
most effective in protecting secure areas a